PointCare Multi Factor Authentication - MFA and PIN activation

Last Modified on 04/14/2026 9:29 am EDT
Policy:
Purpose:

Regulation:

Measurement:
Video is available for this article online.

Process:

1. Ensure your correct User ID is entered.
2. Enter your password.
3. NOTE: Ensure you are on the updated PointCare Version. If not or to verify, follow this process: Updating a New Version of PointCare Through Google Play on Android Devices

4. Clickon LogIn
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oPoimCare Manager

Server AVEANNA

User ID

Password

Version Production -

NOTE: The version can be verified by going
to the Google Playstore to ensure there is not
an UPDATE. This version number changes
as we receive PointCare Releases and the
version you are on currently will appear here.

5. Click on the three dots in the upper right corner.

6. Choose Maintenance.
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7. Click on Communications.

8. Click on Selective Refresh.

oPoimCare Manager

Last synced: 03/22 18:37
Communicatio
Synchronize

Renew

Selective Refresh

C vhich t: to download

FDB Update

This may take up to 10 minutes depending on your connection sp

1edule.

Diagnoses Update
database. This may take s

Database
Settings

Diagnostics
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9. Check the top box "SELECT ALL".

10. Click on Select on the bottom of the screen.
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Selective Refresh

[+#|SELECT ALL

[+#)ActivitiesPermitted
[+]AcuityStatus
[+*]AdmissionSources
[+#]AdvanceDirectiveContents
[+#]AdverseEventTypes
[+#]AgentBranches

[+#Agents

[+#]AgentSecondaryJobs
[+*]AgentServiceLines
[+#]AideCarePlanTaskincompleteReasons
[+#]Answers

[+]AssessCategories

[*]AssessDetails

[+#] AttachmentTypes

11. When you see the message "A new Identity Provider has been enabled", Click on OK.
1:47 @ @

A new |dentity Provider has been enabled

Your account has been updated. The app will restart and you will be required
to log in and update your information before continuing

12. This screen will appear as your new log in screen. Ensure User ID and PointCare Version are correct.
1. NOTE: Ensure you are on the updated PointCare Version. If not or to verify, follow this process: Updating a New Version of PointCare Through Google Play on Android
Devices

13. Clickon SignIn
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PointCare

User ID

NOTE: The version can be verified by going
to the Google Playstore to ensure there is not

an UPDATE. This version number changes
as we receive PointCare Releases and the
version you are on currently will appear here.

Il < x

14. The login screen will appear differently. It will have your User ID and Server Code information filled out.
15. Enter your password for PointCare.
1. If your password needs to be reset, you will need to contact the office to provide you with a setup code or contact IT
1. PointCare Password Reset using Multi-Factor Authentication - MFA - NOT SSO

16. Click on Next.

homecare 45 homebase

Server Code

AVEANNA

Password

O show Password

18. Choose "SKIP FOR NOW" (This can be chosen until 04/28/2026)

17. An MFA screen will appear.
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'  idp.hchb.com

homecare 4 homebase

Secure your account with multi-factor authentication?

CONFIGURE MFA

Skip for now

For troubleshooting and general
Knowledge Base guidance, please visit the

Customer Experience Portal

Homecare Homebase: Home Care and Hospice Software

19. On04/29/2026, click on CONFIGURE MFA
L0

b 4 ~ idp.hchb.com

Secure your account with multi-factor authentication?

CONFIGURE MFA

For troubleshooting and general
Knowledge Base guidance, please visit the

Customer Experience Portal

Homecare Homebase: Home Care and Hospice Software

20. Open your authenticator app on your phone.
1. NOTE: Only available 2 factor authenticator options app-based, such as Google Authenticator or Microsoft Authenticator can be used. There is no option for receiving a text

message with the security code.

21. When you add an account, Scan the QR code that appears on your tablet into your authenticator app. The le below is a scr hot from DUO but any 2 factor authenticator

options that are app-based can be used.
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Add account

— Use QR code

22. Your authenticator app will provide you with a 6-digit code to enter into PointCare.

23. Click on NEXT.

1. NOTE: Next time you log in, under the 6-digit code, there will be a box that states "Trust this Device". Once you click on the box, you will not need to add a code from MFA for

7 days. After 7 days, you will need to add the code again, but you can click on "Trust this Device" to bypass the code for another 7 days.

homecare 49> homebase

Scan the QR code below in your Authenticator App

Enter the 6-digit code that you see in the app

24. Youwill re>ceive ascreen asking you to set up a PIN. (This will only occur one time). The PIN will be used to log in for the next 12 to 24 hours. PointCare will require you to login
using your password after that time is passed. Once your password is entered, the device will request you to add your PIN for another 12 to 24 hours.
25. Enter a4-digit PIN.
26. Confirm a 4-digit PIN.
1. Your PIN can only be reset by you.
27. Click on Enter or DONE on your keyboard
1. NOTE: Logging on using the PIN will last for 12 to 24 hours. When the pin timer expires a password login will be required to log back in. The user will need to

authenticate vialogin and MFA (requires connectivity). A pin can be reset by the user if the user forgets their pin (requires connectivity).

r PointCa en t / ut & en the d e is offline

28. When you first log in, you will receive a screen that states "Please enter the last password used on this device. This is required to complete the conversion to the new

login." - Enter the last password used to log into PointCare (not DUO). NOTE: If your screen does not look like this, look at the screenshot in STEP 26 below this step.
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Enter Password

Please enter the last password used on this device. This is required to complete the conversion to the new login

29. NOTE: Your screen may look like the one below and you can barely see the word SUBMIT on the bottom right. Still, after entering your last PointCare password, you will click on
SUBMIT as shown below:
943 &9M

Enter Password

Please enter the |ast PointCare password used on this device. Below is an example of the previous PointCare login screen.

Yo - [RPT =)

9 PointCare Manager

Server Server name

User ID 54321
— m
55

Version

This is required to complete the conversion to the new login.

The blue verbiage on the bottom is SUBMIT. Click on this blue
SUBMIT button once your PointCare Password is entered.

30. You will then be logged into PointCare.
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Last synced: 03/22 18:32

PRODUCTIVITY VISIT DETAILS

Pri WK Pri 4WKs Avg
Total Pts Completed 0 0
Points Scheduled ( 0 0.25
Total Points 0 0
Visit Pts Completed
Total NVA Points
Mileage Threshold Pts
Total Hours Worked
Avg In-Home Time
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31. Once you "Sync", when you log back into PointCare for the next 12 to 24 hours, you will just enter your PIN as your password.
1. After 12 to 24 hours, you will be required to enter your password to login.
2. Enter your 4-digit pin.

3. Click on the blue arrow.

Enter PIN

32. If you are unsure of your PIN number, you will reset your own PIN (see process below). The PIN will not change unless you change it.

1. Resetting Your PIN in PointCare - Multi Factor Authentication - MFA

From article: PointCare Multi Factor Authentication - MFA and PIN activation | Last Modified on 04/14/2026 9:29 am EDT
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